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Today’s Cyber Presentation I

» Cyber risks’ insights from an insurance perspective

» Cyber insurance journey till date
» Cyber insurance journey ahead of us

» AIG Claims experience

» End to end risk management solution
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Threat Actors

Hacktivists
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2016 Trends and Factoids
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http://www.verizonenterprise.com/resources/reports/rp_dbir_2016_report_en_xg.pdf

Cyber Risks

(source General Sir Richard Barrons KCB CBE)

» $3 Trillion: Cost to the global economy from cyber crime in 2015. Likely
to double by 2021.

» Cyber insurance premiums to reach $20 billion by 2026.

» 60% of UK small businesses experienced a cyber attack in 2014, at an
average cost of £90,000.

» Hiring a botnet costs $38/hr and the average cost to a target company
Is $55,000.

» Top 5 sectors: Healthcare, Manufacturing, Financial Services, Govt.,
Transport.

» Most common attack methods: Insider, DD0S, Malware.
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The rise of Internet of Things (loT)

Internet-connected wonderland of devices

The 50 billion question
Worldwide number of internet-connected devices, forecast, bn
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Cyber Loss Spectrum

Losses due to cyber events (data breaches, destructive attacks, and other
unauthorized access or use of your computer systems) can be categorized into
these four quadrants:

1st Party Damages 3" Party Damages
(To Your Organization) (To Others)

Financial
Damages

Tangible
(Monetary)
Damages
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CyberEdge

Comprehensive and easy to understand

Incident triggers

* Breach of Personal and Corporate
Information

* Security Failure

* System Failure
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Notifying a Cyber Breach

24/7 Claims Notification

Legal Services (Norton Rose Fulbright)
Involvement of Legal Counsel — Privilege

IT Specialist (KPMG)
Forensic analysis to establish the nature of the breach

Claims Handler
Coordination of response. Contact with Insured
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Notification and the first 72 hours
Information Stage 0-24 hours

Nature and origin of the Information to obtain
problem + Is there a DPO/DRP?
* Loss or theft of data - Who is in the communication
- Inappropriate access - loop?

hacking/deception - IT provision — in
* Equipment failure house/contractors?
* Human error * In what jurisdiction are the

servers?

* What data has been lost?

» Unforeseen — fire/flood

* Do passwords/privileges

2
NIE need to be changed- )
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Notification and the first 72 hours
Containment and analysis

Containment & mitigation - Data analysis
Immediate action

- |solation of the network - What type of data?

* |s data secure/encrypted?

- Back up tapes
* Who owns the data?

* |Is back up compromised? * Wider/PR consequences
* Risk of identity fraud

 Limitation steps
- Notification requirements

AlG
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Ongoing breach
What other services might be required?

1

* Reputational Third Party cover

Protection

Cyber Extortion
- Notification costs - Digital media

 Credit monitoring

Business Interruption
¢ Identlty theft insurance ° Outsource Service

- Data Protection Provider
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Financial / 1st Party Damages

Available Insurance

Response costs: forensics, credit
monitoring, notifications, crisis
management, public relations

Legal expense: advice and defense

Revenue losses from network or
computer outages, including cloud

Cost of restoring lost data

Cyber extortion expenses

AlG

AlG offers this
coverage as a part of
CyberEdge, in the
Event Management,
Network Interruption,
and Cyber Extortion
coverage sections.
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1st Party

Tangible
(Monetary)

AlG

Financial / 3rd Party Damages

Available Insurance

3" party entities may seek to recover:

Conseguential revenue losses
Restoration expenses

Legal expenses

Their credit monitoring costs

Value of their intellectual property
stolen from you

3" party entities may issue or be
awarded civil fines and penalties.
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AIG offers this
coverage as a
part of
CyberEdge, in
the Security
and Privacy
Liability
coverage
section.
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AlG claims experience

Cyber claims received by AIG EMEA (2013-2016) - By type

16% Encryption ransomware extorfion

14°. Data breach by hackers

10% Other security failures/unauthorised access

10% Other virus/malware infections

8% Data breach due to employee negligence (e.g. sending wrong data)

7% Impersonation fraud

6% Denial of service attacks

6% Physical loss or theft of information assets (e.g. loss of laptop)

4% Other cyber extortions

4% Legal/regulatory proceedings based on violation of data privacy regulations
4% System failure/outage

4% Business interruption

9% Other
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Recent Energy & Utility Breaches In The News
Ukraine — December 2015 & December 2016

« Three distinct coordinated efforts against (om0 Ly
multiple utilities \ T, DisRIa
« SCADA system cyber intrusion = Ukraine
* Infected workstations & servers ~L hivano-Frankivsk
-+ “Blinded” power dispatchers ,/* - W ANE NI
« 225,000 customers effected A .y
« Opened breakers to cause outage Rormaria Mz p
 Flooded call centers to delay outage
reports !

- BlackEnergy malware was involved, but
likely did not cause the outage

« A second attack took place and blacked-out
Kiev in December 2016/

7 Ukraine’s Power Grid Gets Hacked Again, a Worrying Sign for Infrastructure Attacks retrieved from
A I G https://www.bleepingcomputer.com/news/government/cyber-attack-causes-second-power-grid-outage-in-the-ukraine-in-the-past-year/

16

© American International Group, All rights reserved.



Tangible (Monetary) / 1st Party Damages

Property policies and
fidelity/crime policies
may cover these cyber-
peril losses.
* Potential pitfalls:
- Silence
— Cyber exclusions
— Other applicable
exclusions (data,
terrorism, etc.)

(Traditional) cyber policies
typically exclude bodily
injury (Bl), property damage

(PD), Theft of Funds and
Intellectual Property &
Reputation value loss

AlG

Available Insurance

Theft of Funds of your monies,
securities, funds, etc.

« Destruction or damage to your
facilities or other property

* Reputational Harm to your
operation (valuation)

* Lost revenues from physical
damage or reputational harm

« Your Intellectual Property
compromise, both value and use
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Financial

1st Party

AlG

Tangible (Monetary) / 3rd Party Damages

Available Insurance

Mechanical breakdown of others’
equipment

Destruction or damage to others’
facilities or property

Theft of Funds of customers, in
your custody

Lost revenues from physical
damage

Bodily injury to others

Other policies

” may cover these
cyber losses;
subject to the
same potential
Issues as
Property.

(Traditional) cyber
policies typically exclude

bodily injury (Bl) and
property damage (PD)
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End-to-End Risk Management Approach

Prevention

Education via CyberEdge®, RiskTool,
and eRisk Hub

[

Insurance Coverage

Third-Party Loss Resulting From a Security
or Data Breach

N

Breach Resolution Team
24/7 Breach Support

O

Compliance via RiskTool

Bl

Direct First-Party Costs of Responding to a

Breach
L ]

Legal and Forensics Services

Jo

Assessment via K2 Intelligence, Bitsight,

IBM, Axio, and RSA Security

Q

Lost Income and Operating Expense
Resulting From a Security or Data Breach

S

Notification, Credit, and ID
Monitoring Call Center

is

Protection via
RiskAnalytics Shunning Tool

Q

Threats to Disclose Data or Attack a System
to Extort Money

Crisis Communication Experts

D

Consultation by KPMG

Online Defamation and Copyright and
Trademark Infringement

AlG

Over 15 Years’ Experience Handling
Cyber-Related Claims
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Contact Information

AlG AlG

Alexander Blom Aisling Malone
Head of Financial Lines, MENA Professional Indemnity & Cyber Lead, MENA
AlIG MEA Limited, Dubai AlIG MEA Limited, Dubai
+971 56 681 5564 +971 56 682 8399
alexander.blom@aig.com aisling.malone@aig.com
AlG
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Al G Bring on tomorrow

Whilst every effort has been taken to ensure the accuracy of the information in
these pages, we make no representation and/or warranty express or implied
that the financial information and/or information is correct, complete or up to
date. The financial information and/or information is subject to change at any
time without notice. You should not take (or refrain from taking) any action in
reliance on the financial information and or information and we will not be
liable for any loss or damage of any kind (including, without limitation, damage
for loss of business or loss of profits) arising directly or indirectly as a result of
such action or any decision taken.

American International Group, Inc. (AIG) is a leading international insurance organization serving customers in more than 130 countries.. AIG companies serve commercial, institutional, and individual
customers through one of the most extensive worldwide property-casualty networks of any insurer. In addition, AIG companies are leading providers of life insurance and retirement services in the
United States. AIG common stock is listed on the New York Stock Exchange and the Tokyo Stock Exchange.

Additional information about AIG can be found at www.aig.com | YouTube: www.youtube.com/aig | Twitter: @AIG_LatestNews | LinkedIn: http://www.linkedin.com/company/aig

AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American International Group, Inc. For additional information, please visit our
website at www.aig.com. All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries, and
coverage is subject to actual policy language. Non-insurance products and services may be provided by independent third parties. Certain property-casualty coverages may be provided by a surplus lines
insurer. Surplus lines insurers do not generally participate in state guaranty funds, and insureds are therefore not protected by such funds.



Energy & Utility Breaches in The News
Saudi Aramco — August 2012

« August 15, 2012 — Islamic holy day

« Insider deployed Shamoon wiper malware at
Saudi Aramco
« Destroyed data on 30,000 computers,
rendering them inoperable — Computers

needed to be replaced! in | aSolil
« 10-day recovery; oil production not §aﬁrﬁfg
impacted

(. a4 )

« Similar attack on RasGas, Qatari Natural Gas ‘
Company, 2 weeks later...8

\ e/

« More attacks using Shamoon2 wiper malware
surfaced in late 2016 and early 2017° RosGas

8 Natural gas giant RasGas targeted in cyber attack retrieved from https://www.scmagazine.com/natural-gas-giant-rasgas-targeted-in-cyber-

attack/article/543425/
A I G 9 Shamoon disk-wiping malware resurfaces with renewed cyberattacks on Saudi Arabia retrieved from http://www.ibtimes.co.uk/shamoon-disk-
wiping-malware-resurfaces-renewed-cyberattacks-saudi-arabia-1594494 22
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