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Cyber data breaches reaching a

new level...

1°'000°000°000

Source: http://money.cnn.com/2016/09/22/technology/yahoo-data-breach/

@ Swiss Re
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VWhat cyber risks do

companies face?




Cyber risk is not only a matter of data breaches

Hackers Used New Weapons to Disrupt Major Websites Across U.S.

By NICOLE PERLROTH  OCT. 21, 2016 o o [l

Hackers hold German hospital date

Several hospitals in Germany have come under attack by ransomware, a
locks files and demands cash to free data it maliciously encrypted. It will

all systems are up and running again.

German Steel Mill Meltdo
in the Internet of Things

@ Swiss Re Cyber - a risk on the rise | 04.05.2017 | Fabian Willi 4



Cost per stolen/lost data record 2016 vs. 2014
Clear upwards moving trend (excluding mega breaches)

USD 221 (+10%)

ﬁ USD 1569 (+7%)

n~ USD 196 (+7%)

USD 213 (+10%)

Source : Ponemon Institute: 2016 Cost of Data Breach Study — Global Analysis
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How alert are companies to

cyber risks?




Companies see cyber threats as a major risk today... and

much more so in 10 years

Global

Marth America

Asia Pacific

Today

EMEA

Latin America

Global

North America

Asia Pacific

In 10 years

EMEA

Latin America

@ Swiss Re
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Size of company does not really matter.

Transportation, pharma, and hospitality
are the most concerned industries.

Region-wise: Executives at North
American companies appear more
concerned than their counterparts in other
regions.

Source: Swiss Re/IBM study — Cyber: in search of resilience in an interconnected world
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7



Cyber insurance - a viable growth market for insurers if
the value is understood

Insurers’ intention to offer Corporates’ intention to buy (more)
Yas, we plan Mo Yes, we plan  py,
to offer cybar to buy cyber
Asgia-Pacific 70 Asia-Pacific 370

* EMEA

EMEA 373 @ 432
Latin Amrica 80 Latin Amrica 101
Morth Amrica North Amrica 101

Significant interest of insurers to offer cyber covers in future

Firms that rank cyber as high risk and larger firms are more likely to buy cyber insurance
Large proportion of companies still undecided on buying cyber insurance

Source: Swiss Re/IBM study — Cyber: in search of resilience in an interconnected world

@ Swiss Re Cyber - a risk on the rise | 04.05.2017 | Fabian Willi 8



How does the insurance

market respond?




The cyber insurance market is still small...

Insurance premium 2015 per LoB, USD bn

Europe
United States
Motor 161 ASIa
Motor
Motor

Property 113

Property l28
Liability [l 41

Property
L 90

Liability
Liability [J23

cyver 0.3
Cyber 2

@ @ @yb 0.2

Source: Swiss Re Economic Research & Consulting, Swiss Re estimates
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...but it is expected to grow strongly

Estimates of worldwide cyber insurance
premiums (2015-2025), USD bn

Al 20% CAGR 30% CAGR
7015-2020) [020-2075) More users
44% CACR e
Aon [0015-2020] A 4

21% CAGR 4
FWC (2015-2020)

. 16% CAGR More data
Advisen *§015_2020) sezmmenen e
7% CAGR
ABI [2015-2020) 7ad

00 26 bO 76 100 126 10O 176 200

Q3

Mora network traffic
T4 exabvytes per month i 1P waffic in 2015

The Growing Cyberattack Surface

Maore smartphone

connections

T 3.3 ballon in 2045
& 5.5 billion in 2030

Mora IP-connectad
devices

163 bilion in 2015
4.4 llion in 2019

L7
168.0
A 5

AER0 exabsyTes per month in 1P rafc in 2019

2015 4 2020 ¢ 2025

Source: Swiss Re Sigma No 1/2017, Cyber: getting to grips with a complex risk

Source: McAffee 2016 Threat Predictions

We expect the cyber risk insurance market to grow faster than other markets in the past

@ Swiss Re
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Cyber coverage landscape - covers

Affirmative cyber covers

First party covers Third party covers
Business Interruption (Bl) and . . L
E Contingent Business Interruption (CBI) E DTN Lzl
M Regulatory Defence

A Incident Response Costs (might
include Notification, Forensics, PR)
Cyber Extortion

@ Swiss Re Cyber - a risk on the rise | 04.05.2017 | Fabian Willi 12



Cyber coverage landscape - additional covers and
exclusions

Other potential coverage elements Frequent exclusions

Communication and Media Liability War
Computer Crime and Fraud Bodily (personal) injury

Credit Card Monitoring Property damage

. Intellectual Property, Patent Infringement,
PCI Fines : L
Trade Secret Misappropriation

Reputational damage
Contractual Liabilities

@ Swiss Re Cyber - a risk on the rise | 04.05.2017 | Fabian Willi 13



Cyber product characteristics per client segment

Coverage elements

Valued added services
offered

Stand-alone
VS. extension

Sum insured per
Insurance carrier

Deductible

@ Swiss Re

Large corporates

Wide
package

Stand-alone
Ext. to PL or GL
Ext. to Property/BlI

L: USD 15m to 30m
XL: USD 50m to 100m

Monetary deductible for
3" party
Time deductible for Bl

15t party
&
3" party

Limited
package

Stand-alone
Ext. to PL or GL
Ext. Property/Bl

USD 2bk to bm

Monetary deductible for
3 party
Time deductible for Bl

bk

Personal lines

Mainly 15t party

Services for
individuals/families

Stand-alone
Ext. to household or legal
protection

USD 1k to 100k

Usually very small

Cyber - a risk on the rise | 04.05.2017 | Fabian Willi
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Cyber insurance products —

There is no standard cyber product
and no standard policy form in the
market.

observations and trends

Changes in regulation and
technological evolution can quickly
render existing policy wordings

obsolete.

Large variety of products and Limits of insurability?*
protections. Focus varies by

geographical area:

» Cyber risks “of daily life” are insurable by
mechanisms in the private insurance market

* The insurability of “extreme scenarios” like a
breakdown of critical infrastructure seems
problematic

» US: privacy liability and data breach
* Europe: business interruption
* Asia: cyber crime covers

*Source: Cyber Risk: Too Big to Insure? study by University of St. Gallen in collaboration with Swiss Re

@ Swiss Re Cyber - a risk on the rise | 04.05.2017 | Fabian Willi 15




VWhat to pay attention to as

cyber (re-)insurer?




Cyber accumulation 5’1 S
portfolio diversification

@ Swiss Re Cyber - arisk on the rise | 04.05.2017 | Fabian Willi 17

]



Cyber accumulation

We consider three different scenario clusters

DoS /10

(Denial of Service / Interruption
of Operations)

Example 1: Coordinated attack
that puts down many on-line
sales portals

Example 2: Attack on clouds or
cloud-of-clouds

Example 3: Large scale internet
outage

Data Breach

(Impact on personal and/or
financial data)

* Personal data and credit card
information stolen from a widely
used database system

Critical
Infrastructure

(with or without
property damage)

Virus blocks cooling system of
several power plants which
catch fire/explode

Malware brings electricity
transmission down w/o property
damage

Monitoring and controlling cyber accumulation exposure is key for sustainable portfolio growth

@ Swiss Re
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Cyber portfolio steering and diversification

Sample portfolio A: Unbalanced portfolio consisting of companies with high cyber risk score both regarding their

vulnerability for cyber attacks as well as motivation to attack

B
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Sample portfolio B: Well-diversified portfolio with a wide spread of cyber risk scores regarding vulnerability as well as
motivation for cyber attacks
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Silent cyber exposure matters because...

...it constitutes a real risk ...it's getting on regulators’ agenda

IIBy its nature, silent cyber risk is
not always identified, managed
and monitored and may be a
material risk for firms,,

The PRA expects firms to

German Steel Mill Meltdown: Rising Stakes 14 ro

in the Internet of Things bustly assess and actively

manage their insurance products
Traditional property insurance policies are with specific consideration to

expected to cover physical damage and - z
business interruption from incidents like the silent cyber risk exposure,,

cyber attack to a German steel mill in 2014

Source: PRA consultation paper CP 39/16
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Unless explicitly excluded, cyber risks might be covered by
most conventional insurance policies

Affirmative/ Non- affirmative/ Partially excluded Fully excluded
explicit silent

4y §

* Depending on the scope of insuring agreements, losses
caused by cyber perils might be silently covered in most
conventional insurance policies

Silent cyber exposure:

Property

Engineering Eizrt;ﬁirfyl
» Silent cyber can creep into policies where cyber
exclusions are not fully exhaustive

* Trend towards digitization and new technologies such as iiler_n
. . cyber in...
loT, smart homes, autonomous cars are likely to increase Y
silent cyber exposure under conventional lines

* Underwriters should carefully assess how silent cyber
exposure might impact loss severity and frequency

Other LoBs

* Understanding silent cyber exposures in conventional
lines is key to actively manage accumulation

@ Swiss Re Cyber - a risk on the rise | 04.05.2017 | Fabian Willi 22
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Conclusro

ﬂ

Cyber does not
stop at the data

breach level
- “ \

Cyber insurance
product landscape is -
broad and diverse :

At

A couple of challenges such
as accumulation and silent

cyber remain to be solved
-

'.‘ ‘

- There are multlple
.. actors with a ’
' multltude of motives




Is your interest piqued?
Learn more under http://www.swissre.com/library

@ Swiss Re

Cyber liability:
Features of a data breach

\

@ Swiss Re
Institute

sigma

Cyber liability:
Data breach in Europe

3 TGS 568! o

64 . systen Safety Compummisett =
e BES A01-A-E

s .

CRO Forum Concept Paper on a proposed
categorisation methodology for cyber risk

Cyber: getting to grips
with a complex risk

hallenge and the role of ins|

\$" CRO FORUM
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Legal notice

©2017 Swiss Re. All rights reserved. You are not permitted to create any modifications
or derivative works of this presentation or to use it for commercial or other public purposes
without the prior written permission of Swiss Re.

The information and opinions contained in the presentation are provided as at the date of

the presentation and are subject to change without notice. Although the information used
was taken from reliable sources, Swiss Re does not accept any responsibility for the accuracy
or comprehensiveness of the details given. All liability for the accuracy and completeness
thereof or for any damage or loss resulting from the use of the information contained in this
presentation is expressly excluded. Under no circumstances shall Swiss Re or its Group
companies be liable for any financial or consequential loss relating to this presentation.
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